
Board to ensure senior 
management takes action 

to address any areas of 
concern [22(a)].

Board to review testing of the BCP and 
tolerance levels and oversee execution 

of findings [22(b)].

Board to review risk and performance 
reporting on material service providers 

[22(c)].

Board to approve the 
BCP and tolerance 

levels [22(b)].

Board to be provided 
with regular updates on 

the operational risk 
profile [22(a)].

Board to oversee the 
effectiveness of key 

internal controls [22(a)].

Board to approve 
the service provider 
management policy 

[22(c)].

Senior management to manage 
operational risk across end-to-end 

process for all business operations [24].

Board ensures clear roles and 
responsibilities for senior managers 
(including BCP and service provider 

risk) [21].

Take reasonable steps to minimise the 
likelihood and impact of disruptions to 

critical operations [34(b)].

Business Continuity Plan (BCP) 
includes elements from [40].

Include a communications 
strategy to support 
execution [40(e)].

Manage the full range of 
operational risks [24].

Maintain appropriate and sound 
information and IT for business 

requirements, critical operations 
and risk management [25].

Maintain a comprehensive 
assessment of operational risk 

profile [27].

Maintain a comprehensive 
assessment of operational risk 

profile [27].

Conduct a comprehensive risk 
assessment before providing a 

material service to another party 
[28].

Review the operational risk 
management framework as 

required by CPS 220 and SPS 
220 [17].

Include control gaps, weaknesses 
and failures in operational risk 
profile until remediated [31].

Regularly update the risk profile to 
reflect changes in strategy, risk 

environment or business mix [21] 
CPG 230.

Assess impacts of business and strategic 
decisions (new products, services, 

geographies, technologies) on 
operational risk profile and resilience 

[26].

Monitor age and health of 
information assets and meet 

information security requirements 
CPS 234 [25].

Maintain information systems to 
monitor operational risk, compile 
and analyse operational risk data 

and facilitate reporting [27(a)].

Undertake scenario analysis [27(c)].

Remediate material weaknesses in 
operational risk management 
(control gaps, weaknesses and 

failures) [31].

Regularly monitor, review and test 
controls for design and operating 

effectiveness [30].

Report results to senior 
management and rectify gaps or 

deficiencies [30].

Testing should be conducted by 
staff/teams independent of those 
with operational responsibility for 

controls [23] CPG 230.

Design, implement and embed 
internal controls [29].

Delegate approval of non-material 
changes [11] CPG 230.

Maintain a comprehensive 
service provider management 

policy [47].

For all material arrangements, 
there must be formal service 

provider agreements [54].

Identify a register of its material 
service providers [49].

Notify APRA ASAP/no more than 20 
business days after entering into or 

materially changing a critical 
operations agreement [59(a)].

Notify APRA prior to entering into 
material offshoring arrangements, or 

upon significant changes to the 
arrangement [59(b)].

Manage the risks associated 
with using providers [49].

Submit register to APRA 
annually [51].

Maintain a register of material 
service providers [49].

Monitor and ensure senior 
management receives reporting on 

material arrangements [58].
Regular assessment of [58]:

compliance of both parties with 
the service provider agreement 

[58(c)].

Internal audit to review 
proposed material arrangements 
outsourcing a critical operation 

[60].

Internal audit regularly reports to the 
Board/Board Audit Committee on 

compliance with the service provider 
management policy [60].

the effectiveness of controls to 
manage risks associated with the 

service provider [58(b)].

performance under the service 
agreement with reference to 
agreed service levels [58(a)].

Define and identify a register of 
critical operations [34(a)].

Maintain register of critical 
operations [34(a)].

Maintain credible BCP [34(c)].

Systematic testing program for the 
BCP (including an annual business 

continuity exercise) [43].

Review tolerance levels [32] 
CPG 230.

Test the effectiveness of the BCP and 
its ability to meet tolerance levels 

[43].

Include senario testing [44].

Update the BCP (annually/as needed) 
with changes to legal or organisational 
structure, business mix, strategy, risk 

profile or from review and testing [45].

Maintain capabilities to execute 
the BCP [41].

Monitor compliance with tolerance 
levels and report failures (with a 

remediation plan) to the Board [41].

Internal audit periodically 
review the BCP and provide 
assurance to the Board [46].

Notify APRA ASAP or no later than 
24 hours after a disruption to a 

critical operation outside tolerance 
levels [42].

Activate BCP if needed in the event 
of a disruption [34(d)].

Account for incidents and near 
misses in operational risk profile and 

control effectiveness [32].

Operational risk incidents and near 
misses are identified, escalated, 

reported and addressed [32].

Identify incidents and near misses 
[32]. Detect using automated 

controls and/or manual review 
Table 3 CPG 230.

Escalate so that decision-makers are 
aware of the incident and trigger 
responses [32]; Table 3 CPG 230.

Contain / address to minimise 
damage [32]; Table 3 CPG 230.

Respond and remediate Table 
3 CPG 230.

Identify the root cause of an incident 
and take steps to remediate [27] CPG 

230.

Record operational risk 
incidents and near misses in a 

timely manner [32].

Analyse and review to improve 
incident management procedures, 

and support attribution and 
restitution Table 3 CPG 230.

Return to normal operations 
promptly after a disruption is 

over [34(e)].

Notify APRA as soon as possible and 
no later than 72 hours [33].

Establish tolerance levels for each 
critical operation [38].

Senior management to provide 
information to the Board on the 

expected impacts on critical operations 
when making decisions impacting the 
resilience of critical operations [23].

Identify the processes and resources 
needed to deliver critical operations 

(process mapping) [27(b)]; [2] CPG 230.

CPS 230 AND OBSERVABILITY AFFORDANCES MAP

ADDRESSING DISRUPTION RECOVERY AND ADAPTATIONGOVERNANCE AND ANTICIPATIONESTABLISHING GOVERNANCE

ROLES & 
RESPONSIBILITIES

MONITORING, MAINTAINING, 
TESTING & REVIEW

THE BOARD IS ULTIMATELY ACCOUNTABLE FOR OVERSIGHT 
OF OPERATIONAL RISK MANAGEMENT [20]

DISRUPTION
OR INCIDENT

REMEDIATE & 
REVIEW

OPERATIONAL 
RISK PROFILE

OPERATIONAL RISK CONTROLS

SERVICE 
PROVIDER RISKS

BUSINESS 
CONTINUITY PLANNING

Network Monitoring

Enterprise Security

Security Orchestration, Automation and Response

Splunk Core

IT Service Intelligence

Cisco and Splunk Tools

Application Performance Monitoring

Real User Monitoring

Synthetic Monitoring 

Infrastructure Monitoring


